Forensic Log Analysis
with BigQuery




Aja Hammerly

Developer Advocate

@thagomizer_rb
github.com/thagomizer/examples

Google Cloud Platform

@thagomizer_rb



Licensing:
All code is copyright Google and licensed
under Abache V2.

@thagomizer_rb









Story



— i ——— ——

wWwiliw: W : ] " 10" (v s ". y
' p - —

oy A —— O

- - - -

https://www.flickr.com/photos/jamidwyer/2232846153


https://www.flickr.com/photos/jamidwyer/2232846153

—AD]UHQ Senja Pusat Bandar Raya

Pasar Besar : Tanjung Lipat -

§

il b b ol L TSI
17 Ayt e '\-
S ey o]

FPOT o T =

s $0inn

.

TS

=T

. R s

..
flickr.com/phote

N T -




e TR p T mag g =M een e,
. R ot 3 o VEEVAT vy

e,
waﬁ’,"ﬂ st
""""'c"._’-.\-’" ML

7N ' A 107

)P iny; o o ¥ A A UL e PR Y
AN ‘ ‘ . 2
YR

e — M

o ———— a. 2

_. -, ¢ L2 [4d-4c ~pramdo s -—--"‘"‘—y“ \‘}' AL LI

4 L 5 ’
! 2 |

*
vv,-f
i

tps:/fwww.flickr.comiph®tos/ 1226565 @Nd 4



https://www.flickr.com/photos/12265657@N04/4925461145

What Then?



Get Back Up
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Figure Out Why
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Easy
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Possible Tools
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But Scale



More Tools
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Forethought
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Google BigQuery
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What Is It?
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Purpose Built
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Welcome to BigQuery!

Google BigQuery is a web service that lets you do interactive analysis of massive datasets—up to
billions of rows. Scalable and easy to use, BigQuery lets developers and businesses tap into powerful
data analytics on demand.

To get started, try one of the following options:

» Read our BigQuery Browser Tool tutorial
» Run a query against our sample data by clicking "Compose Query"

« Create a new dataset and load some of your own data into a table using the ~ menu on the
left
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Step 1:
Extract






Query



Step 4.
Understanad



Step 4.
Hrderstand
Hopefully Understand
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Context



Extract



Apr 4 06:25:01 frontend-rails CRON[13907]: (root) CMD (test —-x /usr/sbin/anacron || ( cd / && run-
parts ——report /etc/cron.daily ))

Apr 2 07:17:01 frontend-rails CRON[18353]: (root) CMD ( cd / && run-parts —-report /etc/
cron.hourly)

Apr 2 ©08:17:01 frontend-rails CRON[20319]: (root) CMD ( cd / && run-parts —-report /etc/
cron.hourly)

Apr 2 09:17:01 frontend-rails CRON[22285]: (root) CMD ( cd / && run-parts ——report /etc/
cron.hourly)

Apr 2 10:17:01 frontend-rails CRON[24241]: (root) CMD ( cd / & run-parts —-report /etc/
cron.hourly)

Apr 2 11:17:01 frontend-rails CRON[26202]: (root) CMD ( cd / && run-parts —-report /etc/
cron.hourly)

Apr 2 12:17:01 frontend-rails CRON[28162]: (root) CMD ( cd / & run-parts —-report /etc/
cron.hourly)

Apr 2 13:17:01 frontend-rails CRON[30126]: (root) CMD ( cd / && run-parts ——report /etc/
cron.hourly)

Apr 2 14:17:01 frontend-rails CRON[32093]: (root) CMD ( cd / && run-parts —--report /etc/
cron.hourly)

Apr 2 15:17:01 frontend-rails CRON[1654]: (root) CMD ( cd / & run-parts —-report /etc/cron.hourly)
Apr 2 16:17:01 frontend-rails CRON[3624]: (root) CMD ( cd / & run-parts —-report /etc/cron.hourly)
Apr 2 17:17:01 frontend-rails CRON[5620]: (root) CMD ( cd / & run-parts ——report /etc/cron.hourly)
Apr 2 18:17:01 frontend-rails CRON[7591]: (root) CMD ( cd / && run-parts ——report /etc/cron.hourly)
Apr 2 19:17:01 frontend-rails CRON[9558]: (root) CMD ( cd / && run-parts ——report /etc/cron.hourly)
Apr 2 20:17:01 frontend-rails CRON[11513]: (root) CMD ( cd / && run-parts ——report /etc/
cron.hourly)

Apr 2 21:09:22 frontend-rails google—address—manager: ERROR SyncAddresses exception: HTTP Error 503:

Service Unavailable

Apr 2 21:09:23 frontend-rails [182043.624965] Clocksource tsc unstable (delta = 241092263 ns)

kernel:
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Apr

Apr
cron.
Apr

cron.

Apr

cron.

Apr

cron.

Apr

cron.

Apr

cron.

Apr

cron.

Apr

cron.

DI
DI
DI’
DI’
DI’
DI’

> > > > > >

cron.

Apr

hourly)

2 08:17:

hourly)

2 09:17:

hourly)

2 10:17:

hourly)

2 11:17:

hourly)

2 12:17:

hourly)

2 13:17:

hourly)
2 14:17
hourly)
15:17
16:17
17:17
18:17
19:
20:
hourly)

NMNDNDNDNN

2 21:09:

01

01

01

01

01

01

01

101

101
101
101
101
17/:
17/:

01
01

22

4 06:25:01 frontend-rails
parts ——report /etc/cron.daily
2 07:17:

frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails

frontend-rails

frontend-rails

Service Unavailable
2 21:09:23 frontend-rails

Apr

CRON[13907]:

))

CRON[18353]:
CRON[20319] :
CRON[22285]:
CRON [24241]:
CRON[26202] :
CRON[28162] :
CRON[30126] :

CRON[32093]:

RON
RON
RON
RON
RON
RON

1654] :
3624]:
56201 :
75911 :
9558] :
(11513]:

O OO O) OO

(root) CMD (test
(root) CMD ( cd
(root) CMD ( cd
(root) CMD ( cd
(root) CMD ( cd
(root) CMD ( cd
(root) CMD ( cd
(root) CMD ( cd
(root) CMD ( cd
(root) D ( CO
(root) D ( CO
(root) CMD ( CC
(root) CMD ( CC
(root) D ( CO
(root) CMD (

google—address—manager:

kernel:

-xX /usr/sbin/anacron ||
/ && run—-parts —--report
/ && run-parts ——report
/ && run—-parts ——report
/ && run-parts —-report
/ && run-parts ——report
/ && run-parts ——report
/ && run—-parts —--report
/ && ——report

/ && run ——report

/ && r ——report

/ && ——report

/ un-parts ——report

/ run—-parts ——report

ERROR SyncAddresses exception:

[182043.624965] Clocksource tsc unstable (delta

/etc/
/etc/
/etc/
/etc/
/etc/
/etc/
/etc/

/jetc/

/etc/cron.
/etc/cron.
/etc/cron.
/etc/cron.
/etc/cron.
&& run—-parts ——report /etc/

( cd / && run-

nourly)
nourly)
hourly)
nourly)

nourly)

HTTP Error 503:
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Mar
Mar
Mar
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10

07:
08:
09:
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12:
13:
14:
15:
16:
17/:
18:
19:
20:
21:
22:
23:
00:
01:
02:
03:
04:
05:
06:
06:

1/:

17

17

17

17

17

17

17

17

17

17

17

17

01

01
1/:

01

01
1/:

01

01
1/:

01

01
1/:

01

01
1/:

01

01
1/:

01

01
1/:

01

01
1/:

01

01
1/:

01

01
1/:

01

01
1/:

01

101
25:

01

frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails

etc/cron.daily ))

Mar
Mar
Mar
Mar
Mar
Mar

10
10
10
10
10
10

07:
08:
09:
10:
11:
12:

17:

17

17

17

01

01
1/:

01

01
1/:

01

101

frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails
frontend-rails

CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON
CRON

CRON
CRON
CRON
CRON
CRON
CRON

21078] :
231121 :
[25099] :
270961 :
129140] :
(31125]:
642] :
2720] :
(48051 :
6839] :
188241 :
(10858] :
1128971 :
(14935] :
(1691517 :
118964 ] :

120965] :
(22941] :
1249201 :
[26980] :
(28952]:
1309041 :
[354]:
29491 :
(3204] :

50171 :
6954] :
(88991 :
108401 :
(12775] :
(147361 :

(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts ——report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-—-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-—-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —--report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts ——report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-—-report /etc/cron.hourly)
(root) CMD (test -x /usr/sbin/anacron || ( cd / && run-parts —-report /
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-—-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
(root) CMD ( cd / && run-parts —-report /etc/cron.hourly)
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Mar

(

Mar

(

Mar

(

Mar

(

Mar

(

Mar

(

Mar

9
cd
9
cd
9
cd
9

07:17:01 frontend-rails
/ & run-parts ——report
08:17:01 frontend-rails
/ & run-parts ——report
09:17:01 frontend-rails
/ & run-parts ——report
10:17:01 frontend-rails
/ & run-parts ——report
11:17:01 frontend-rails
/ & run-parts ——report
12:17:01 frontend-rails
/ & run-parts ——report
13:17:01 frontend-rails

CRON

210781 :

(root) CMD

/etc/cron.hourly)

CRON

(23112]:

(root) CMD

/etc/cron.hourly)

CRON [25099] :

(root) CMD

/etc/cron.hourly)

CRON

270961 :

(root) CMD

/etc/cron.hourly)

CRON

29140] :

(root) CMD

/etc/cron.hourly)

CRON

31125]:

(root) CMD

/etc/cron.hourly)
CRON[642]:
cd / && run-parts ——report /etc/cron.hourly)

(root) CMD (

Mar

(

Mar

(

Mar

(

Mar

(

Mar

(

Mar

(

Mar

9
cd
10
cd
10
cd
10
cd
10
cd
10
cd
10

23:17:01 frontend-rails
/ & run-parts ——report
00:17:01 frontend-rails
/ & run-parts ——report
01:17:01 frontend-rails
/ & run-parts ——report
02:17:01 frontend-rails
/ & run-parts ——report
03:17:01 frontend-rails
/ && run-parts ——report
04:17:01 frontend-rails
/ && run-parts ——report
05:17:01 frontend-rails

CRON

[20965] :

(root)

/etc/cron.hourly)

CRON

(229411 :

(root)

/etc/cron.hourly)

CRON[24920] :

(root)

/etc/cron.hourly)

CRON

(26980] :

(root)

/etc/cron.hourly)

CRON

[28952] :

(root)

/etc/cron.hourly)

CRON

(309041 :

(root)

/etc/cron.hourly)
CRON[354]:
cd / & run-parts ——report /etc/cron.hourly)

CMD

CMD

CMD

CMD

CMD

CMD

(root) CMD (

Mar 9 14:17:01 frontend-rails CRON[2720]: (root) CMD ( Mar 10 06:17:01 frontend-rails CRON[2949]: (root) CMD (
cd / & run-parts —--report /etc/cron.hourly) cd / & run-parts ——report /etc/cron.hourly)

Mar 9 15:17:01 frontend-rails CRON[4805]: (root) CMD ( Mar 10 06:25:01 frontend-rails CRON[3204]: (root) CMD
cd / && run-parts ——report /etc/cron.hourly) (test —x /usr/sbin/anacron || ( cd / && run-parts ——
Mar 9 16:17:01 frontend-rails CRON[6839]: (root) CMD ( report /etc/cron.daily ))

cd / && run-parts ——report /etc/cron.hourly) Mar 10 07:17:01 frontend-rails CRON[5017]: (root) CMD (
Mar 9 17:17:01 frontend-rails CRON[8824]: (root) CMD ( cd / && run-parts —-report /etc/cron.hourly)

cd / && run-parts ——report /etc/cron.hourly) Mar 10 08:17:01 frontend-rails CRON[6954]: (root) CMD (
Mar 9 18:17:01 frontend-rails CRON[10858]: (root) CMD cd / && run-parts —--report /etc/cron. hourly)

( cd / && run-parts —-report /etc/cron.hourly) Mar 10 09:17:01 frontend-rails CRON[8899]: (root) CMD (
Mar 9 19:17:01 frontend-rails CRON[12897]: (root) CMD cd / && run-parts ——report /etc/cron. hourly)

( cd / && run-parts —-report /etc/cron.hourly) Mar 10 10:17:01 frontend-rails CRON[10840]: (root) CMD
Mar 9 20:17:01 frontend-rails CRON[14935]: (root) CMD ( cd / && run-parts ——report /etc/cron.hourly)

( cd / && run-parts —-report /etc/cron.hourly) Mar 10 11:17:01 frontend-rails CRON[12775]: (root) CMD
Mar 9 21:17:01 frontend-rails CRON[16915]: (root) CMD ( cd / && run-parts ——report /etc/cron.hourly)

( cd / && run-parts —-report /etc/cron.hourly) Mar 10 12:17:01 frontend-rails CRON[14736]: (root) CMD
Mar 9 22:17:01 frontend-rails CRON[18964]: (root) CMD ( cd / && run-parts ——report /etc/cron.hourly)

( cd / && run-parts —-report /etc/cron.hourly) Mar 10 13:17:01 frontend-rails CRON[16652]: (root) CMD
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9 07:17:01 frontend- Mar 10 05:17:01 frontend-
(root) CMD rails CRON[354]:
cd / & run—-parts ——-report /
etc/cron.hourly)

Mar
rails CRON[21078]:
( cd / && run-parts —-
report /etc/cron.hourly)

Mar 9 08:17:01 frontend- Mar 10 06:17:01 frontend-
rails CRON[23112]: (root) CMD rails CRON[2949]: (root) CMD
( cd / & run-parts —- ( cd / & run-parts —-—

report /etc/cron.hourly) report /etc/cron.hourly)

Mar 9 09:17:01 frontend- Mar 10 06:25:01 frontend-
rails CRON[25099]: (root) CMD rails CRON[3204]: (root) CMD
( cd / && run-parts ——
report /etc/cron.hourly) ( cd / & run-parts ——

Mar 9 10:17:01 frontend- report /etc/cron.daily ))
rails CRON[27096]: (root) CMDMar 10 07:17:01 frontend-

( cd / && run-parts —-— rails CRON[5017]: (root) CMD
report /etc/cron.hourly) ( cd / & run-parts ——

Mar 9 11:17:01 frontend- report /etc/cron.hourly)
rails CRON[29140]: (root) CMDMar 10 08:17:01 frontend-

( cd / & run-parts —— rails CRON[6954]: (root) CMD
report /etc/cron.hourly) ( cd / & run-parts ——

Mar 9 12:17:01 frontend- report /etc/cron.hourly)
rails CRON[31125]: (root) CMDMar 10 09:17:01 frontend-

( cd / & run-parts —— rails CRON[8899]: (root) CMD
report /etc/cron.hourly) ( cd / & run-parts ——

Mar 9 13:17:01 frontend- report /etc/cron.hourly)
rails CRON[642]: (root) CMD (Mar 10 10:17:01 frontend-

cd / && run-parts ——report / rails CRON[10840]:
etc/cron.hourly) ( cd / & run-parts ——
Mar 9 14:17:01 frontend- report /etc/cron.hourly)
rails CRON[2720]: (root) CMD Mar 10 11:17:01 frontend-
( cd / && run-parts —-— rails CRON[12775]:
report /etc/cron.hourly) ( cd / & run-parts ——
Mar 9 15:17:01 frontend- report /etc/cron.hourly)
rails CRON[4805]: (root) CMD Mar 10 12:17:01 frontend-
( cd / && run-parts —-— rails CRON[14736]:
report /etc/cron.hourly) ( cd / & run-parts ——
Mar 9 16:17:01 frontend- report /etc/cron.hourly)
rails CRON[6839]: (root) CMD Mar 10 13:17:01 frontend-

(root) CMD ( rails kernel: [

Mar 10 17:26:42 frontend-
0.000000]
Linux version 3.16.0-31-
generic (buildd@tipua) (gcc
version 4.8.2 (Ubuntu
4.8.2-19ubuntul) )

#41~14.04.1-Ubuntu SMP Wed

Feb 11 19:30:13 UTC 2015

Mar 10 17:26:42 frontend-
rails kernel: [ 0.000000]
e820: update [mem
Ox00000000-0x00000fff] usable
==> reserved

Mar 10 17:26:42 frontend-
rails kernel: [ 0.000000]
e820: remove [mem

(Ubuntu 3.16.0-31.41~14.04.1- 0x000a0000-0x000fffff] usable

generic 3.16.7-ckth)

(test -x /usr/sbin/anacron || Mar 10 17:26:42 frontend-

rails kernel: [ 0.000000]
Command line: BOOT_IMAGE=/
boot/vmlinuz-3.16.0-31-
generic

root=UUID=0e501679-6d73-47fa— max_arch_pfn

9¢cf9-558872950040 ro
console=ttyS0

Mar 10 17:26:42 frontend-
rails kernel: [ 0.000000]
KERNEL supported cpus:

Mar 10 17:26:42 frontend-
rails kernel: [ 0.000000]
Intel Genulnelntel

Mar 10 17:26:42 frontend-

rails kernel: [ 0.000000]
(root) CMD AMD AuthenticAMD

Mar 10 17:26:42 frontend-

rails kernel: [ 0.000000]

Centaur CentaurHauls

(root) CMDMar 10 17:26:42 frontend-

rails kernel: [ 0.000000]
Disabled fast string
operations

(root) CMDMar 10 17:26:42 frontend-

rails kernel: | 0.000000]

e820: BIOS-provided physical @ base ®0®®C®Q@ﬂq?gbmizer rb
ha —

RAM map:

Mar 10 17:26:42 frontend-
rails kernel: [ 0.000000]
AGP: No AGP bridge found
Mar 10 17:26:42 frontend-
rails kernel: [ 0.000000]
e820: last_pfn = 0x220000

= 0x400000000
Mar 10 17:26:42 frontend-
rails kernel: [ 0.000000]
MTRR default type: write—-back
Mar 10 17:26:42 frontend-
rails kernel: [ 0.000000]
MTRR fixed ranges enabled:
Mar 10 17:26:42 frontend-
rails kernel: [ 0.000000]
P000O-9FFFF write-back

Mar 10 17:26:42 frontend-
rails kernel: [ 0.000000]
AOOOO-BFFFF uncachable

Mar 10 17:26:42 frontend-
rails kernel: [ 0.000000]
CO000-FFFFF write—-protect
Mar 10 17:26:42 frontend-
rails kernel: [ 0.000000]
MTRR variable ranges enabled:
Mar 10 17:26:42 frontend-
rails kernel: [ 0.000000]

3FFFC0000000 uncac



import re
import csv
import sys
from datetime import datetime

script, logfile, outfile = sys.argv
records = []

SYSLOG_RE = re.compile(r"""
O\w{3}\ {1,23\d{1,2}\ \d{2}:\d{2}:\d{2}) # Timestamp

\s ( [\w=]x) # Application
\s ( [\w—=]x) # Source
\ [(\w+)\1? # Optional pid
i.*) # Details

", re.VERBOSE)

with open(logfile, 'r') as f:
for line in f:
line = line.strip()
if not line:
continue

d = {}

match = SYSLOG_RE.search(line)
if match:
groups = match.groups()

d['timestamp'] = groups|[0]

d['app'] = groups[1]

d['source'] = groups[2]

d['pid'] = groups[3]

d['details'] = groupsl[4]
else:

d = {'timestamp':None, 'app':None, 'source':None,
'pid':None, 'details':None}

dl'raw'] = 1line
records.append(d)

for record in records:
temp = record.get('timestamp"')
if not temp:
continue

temp = datetime.strptime(temp, '%b Hi%M:%S")
temp = temp.isoformat()
record['timestamp'] = temp

with open(outfile, 'wb') as csvfile:
logwriter = csv.writer(csvfile)
logwriter.writerow(records[0].keys())
for record in records:
logwriter.writerow(record.values())
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import re

import csv

import sys

from datetime import datetime
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script, logfile, outfile = sys.argv

records = []
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SYSLOG_RE = re.compile(r"""
(\w{3}\ {1,2}\d{1,2}\ \d{2}:\d{2}:\d{2}) # Timestamp

\s ( [\w—]*) # Application
\s ( [\w—]*) # Source
\[(\w+)\]? # Optional pid
(.%) # Details

"t re.VERBOSE)
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with open(logfile, 'r') as f:
for line 1in f:
line = line.strip()
1T not line:
continue

d = {}

match = SYSLOG RE.search(line)
1T match:
groups = match.groups()

d['timestamp'] = groups[0]

d['app'l = groups[1]

d['source’] = groups[2]

d['pid"] = groups [3!

d['details'] = groupsl[4]
else:

d = {'timestamp':None, 'app':None, 'source':None,
'pid':None, 'details':None}

dl'raw'] = line
records.append(d)
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with open(logfile,
for line 1n f:

'r') as fT:

b



line = line.strip()
1T not line:
continue
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with open(logfile, 'r') as f:
for line 1in f:
line = line.strip()
1T not line:
continue
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d = {}

match = SYSLOG RE.search(line)
1T match:
groups = match.groups()

d['timestamp'] = groups[0]

d['app'l = groups[1]

d['source’] = groups[2]

d['pid"] = groups [3!

d['details'] = groupsl[4]
else:

d = {'timestamp':None, 'app':None, 'source':None,
'pid':None, 'details':None}

dl'raw'] = line
records.append(d)
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match = SYSLOG RE.search(line)
1T match:
groups = match. groups()

d[’ tlmestamp ] = groups[0]

dl'app'l = groups[1]

d['source’] = groups[2]

d['pid'] = groups[3]

d['details'] = groups|[4]
else:

= {'timestamp':None, 'app':None, 'source':None,
'pid':None, 'details':Noner}

dl'raw'] = 1line
records.append(d)
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1)
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match = SYSLOG RE.search(line)

else:
d = {'timestamp':None, 'app':None, 'source':None,
'pid' :None, 'details':None}
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dl'raw'] = 1line
records.append(d)
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for record 1n records:
temp = record.get('timestamp')
1T not temp:

continue
temp = datetime.strptime(temp, '%b H:%M:%S"')
temp = temp.isoformat()

record['timestamp'] = temp
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with open(outfile, 'wb') as csvfile:
logwriter = csv.writer(csvfile)
logwriter.writerow(records[0].keys())
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for record 1n records:
logwriter.writerow(record.values())
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source, timestamp,app,pid, raw,details

kernel,Mar 10 17:26:42,frontend-rails, ,Mar 10 17:26:42 frontend-rails Kkernel:
[ 0.000000] Linux version 3.16.0-31-generic (buildd@tipua) (gcc version
4.8.2 (Ubuntu 4.8.2-19ubuntul) ) #41~14.04.1-Ubuntu SMP Wed Feb 11 19:30:13
UTC 2015 (Ubuntu 3.16.0-31.41~14.04.1-generic 3.16.7-ckt5), | 0.000000]
Linux version 3.16.0-31-generic (buildd@tipua) (gcc version 4.8.2 (Ubuntu
4.8.2-19ubuntul) ) #41~14.04.1-Ubuntu SMP Wed Feb 11 19:30:13 UTC 2015
(Ubuntu 3.16.0-31.41~14.04.1-generic 3.16.7-ckt5)

kernel,Mar 10 17:26:42,frontend-rails, ,Mar 10 17:26:42 frontend-rails kernel:
[ 0.000000] Command line: BOOT_IMAGE=/boot/vmlinuz-3.16.0-31-generic
root=UUID=0e501679-6d73-47ta-9ct9-558872950040 ro console=ttyS0,

[ 0.000000] Command line: BOOT_IMAGE=/boot/vmlinuz-3.16.0-31-generic
root=UUID=0e501679-6d73-47ta-9cft9-558872950040 ro console=ttyS0O

kernel,Mar 10 17:26:42,frontend-rails, ,Mar 10 17:26:42 frontend-rails Kkernel:
[ 0.000000] KERNEL supported cpus:, I 0.000000] KERNEL supported cpus:
kernel,Mar 10 17:26:42,frontend-rails, ,Mar 10 17:26:42 frontend-rails kernel:
[ 0.000000) Intel GenuinelIntel, [ 0.000000) Intel Genuinelntel
kernel,Mar 10 17:26:42,frontend-rails, ,Mar 10 17:26:42 frontend-rails kernel:
[ 0.000000] AMD AuthenticAMD, [ 0.000000] AMD AuthenticAMD
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GOOSIC +Aja @

Projects Project ID: forensicloganalysiscollision Project Number: 1073485679240 Estimated charges this month: $0.00 details

ForensicLogAnalysisCollision Project Dashboard

Overview 3
Permissions
Bl¥ing & setings Take the Google App Engine quickstart Take the Compute Engine quickstart Launch click-to-deploy software
Learn "Hello World" for App Engine and deploy your  Use NodeJS and MongoDB on Compute Engine to Deploy popular open stacks on Google Compute
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Take the quickstart
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Schema



string
integer
float

boo lean
record
timestamp
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source:string,
timestamp: timestamp,
app:string,
pid:1integer,
raw:string,
details:string
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Welcome to BigQuery!

Dataset deleted.

Query History Google BigQuery is a web service that lets you do interactive analysis of massive datasets—up to
billions of rows. Scalable and easy to use, BigQuery lets developers and businesses tap into powerful
Job History data analytics on demand.

To get started, try one of the following options:
GOnEnSiElog AnayseColiision = » Read our BigQuery Browser Tool tutorial

» Run a query against our sample data by clicking "Compose Query"

» Create a new dataset and load some of your own data into a table using the ~ menu on the
left

No datasets found in this project.

Please create a dataset or select a new
project from the menu above.

» publicdata:samples
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Retroactive




Simple
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Learn More




Real-time logs analysis
using
Fluentd and BigQuery
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Google Cloud Logging
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Thank You



Questions?




